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Example: Sorting




Fahrzeuge (3496)
Autos (3176)
Nutzfahrzeug (210)
Sonstige Fahrzeuge (92)
Ersatzteiltréager (10)
2 weitere anzeigen

Example: Sorting

|
Alle Artikel @Gst:»

Auktionen @ Sofort kaufen

Sort a list of cars—>
starting from lowest

=) ]

Bald endende Angebote zuerst
Neu eingestellte Artikel zuerst
Hochster Preis zuerst

Meiste Gebote zuerst

j FIAT Punto 1.8 16\ Abarth HGT
&5 | ab Platz, ohne Aufereitung und MFK

. ’ ’.’ ’ﬂVersand

| FIAT Punto 1.4 Dynamic

Das perfekte Auto fur angenehmen Fahrspass

ol ' L 4 ' Neu: (Gemass Beschreibung)’ W Versand

’ L 4 1 l #® Versand

FIAT Punto 1.9 JTD ELX

Sehr sparsames Dieselfahrzeug

| L 4 | l #® Versand

FIAT Punto 1.9 JTD ELX

Sehr sparsames Dieselfahrzeug

’ L J ‘ ‘ o® Versand

FIAT 500L 1.4 16V Pop Star

’ L 4 ’ I % Versand

CHF 6,000.00 &

CHF 6,000.00 §

CHF 8,900.00 §

CHF 2,900.00 §

CHF 2,900.00 §

CHF 24,140.00 §



Sorting as a Wish

input output

8900 > 6000) < |0 2900P, /2900 < 6000
o oo ./ 6000 <8900
24140 7& 8900
2900 >ata0l >~/ 8900 < 24140

— >

—__

Given a I%st of numbersnakethis list sorted

. Wwish

A specification can be reasonably clear, with few alternatives
A many algorithms implement the sorting specification
(insertion sort, quick sort, merge sort, external sorts)



Sorting Specification as a Progran

input output

8900 > 6000) < |0 2900P, /2900 < 6000
o oo ./ 6000 <8900
24140 7& 8900
2900 >a1aol >~/ 8900 < 24140

— >

—__

Given a I%st of numbersnakethis list sorted

wish
S~ S
def sort_specificatiofinput:List output:Lis) : Boolean=
content(input)==content(output) &&sSorteqoutput)

Specification here Is a program that checks, for a
given input whether thegiven outputis acceptable



Specificatiorvsimplementation

def i : List, o : List)Boolean= //1.e. a constraint
content()==content(o) &&isSortedo)
A

more behaviors
true / false

I specification I

input output a
8900 U 2000 Pl C
6000| . : 6000

Implementation

24140 ‘ 8900
2900 24140

| fewer behaviors

defp(i: List) : List =
sorti using a sorting algorithm and return the result




specification (constraint): C
human effort

Implementation (program): p

automatic

. compilation
How do we bridge P 11011001 01011101
this (welldefined) gap between 1101100101011101
T . . 11011001 01011101
specifications and implementations? 1101100101011101




Approaches and Their Guarantees

both specificatiorCand progranp are given:

a) Check assertiowhile b) Verifywhetherprogram
programp runs: C{,p(i)) . always meetshe spec:

. C{.p())

only SpeCificatlorC|S AV .

d) SynthesissolveC
c) Constraint . symbolically to obtain

programming:oncei is . programp that Is correct

. by construction, for all

known, findo to satisfy a ' inputs:find p such that

given constraintfind o = C(, 0(i)) .e.pl C

--sueh-that S e e
ru(i:'\( e 5 compiletime



Runtime Assertion Checking

a) Check assertiowhile programp runs: C(,p(i))

defp(i : List) : List = {
sorti using a sorting algorithm and return the result
}ensuring(ot content()==content(o) &&isSortedo))

def content(st : List) dst match{ _
caseNil)+ Set.empty Already works irscala

caseCons(xx9+ Set(x) ++ conterk§) | Key design decision:
] constraints are programs

“defisSortedlst : List) dst match {
caseNil() ot true Must come up with examplevalues
caseCons(_, Nil()) + true (So, this is a way to do testing.)
caseCons(x, Cons(ys))+ _
Can we give stronger guarantees?

X <Yy &&isSortedCons(yys)) y -
\ C provepostconditionalways true




Verification:http://lara.epfl.ch/w/leon

b) Verifythat program always meets speci. C(,p(i))

defp(i : List) : List = {
sorti using a sorting algorithm and return the result
}ensuring(ot+ content()==content(o) &&isSortedo))

def content(st : List) 9st match{ _
caseNil)+ Set.empty Type in &calgprogram

caseCons(xx9+ Set(x) ++ conterwg ~ and watch it verified

}

defisSortedlst : List) dst match{ timle oLt
caseNil() t true
caseCons(_, Nil()) + true

caseCons(x, Cons(y9)) proof of inputi such that
x < y &&isSortedCons(yys)) . C(,p(1)) not C (,p(i))

}


http://lara.epfl.ch/w/leon

InsertionSort Verified as Yoiypelt

Leon 'O Undo % Link B Menu

31+ def sortedIns(e: Int, 1: List): List = {

32 require(isSorted(1)) ® Load a Program:

33~ 1 match {

34 case Nil() => Cons(e,Nil()) -- Select a Program -- H
35 case Cons(x,Xxs) =>

36 if (x <= e) Cons(x,sortedIns(e, xs)) else Cons(e, 1)
37 }

38 } ensuring(res => contents(res) == contents(l) ++ Set(e) Function Verif.
39 && 1isSorted(res) size o
40 && size(res) == size(l) + 1

41 ) contents v
42 ~ /* Insertion sort yields a sorted list of S o
43 same size and content as the input list */

44 ~  def sort(l: List): List = (1 match { sortedins V]
45 case Nil() => Nil() sort o
46 case Cons(x,xs) =>» sortedIns(x, sort(xs))

47 }) ensuring(res => contents(res) == contents(1l)

48 && 1isSorted(res) \]

49 && size(res) == size(l))

Webinterface:http://lara.epfl.ch/leon



http://lara.epfl.ch/leon

Leon

Reported Counterexample in Case of a BL

'O Undo

% Link Menu

31 ~
32

33 ~
34

35

36

37

38

39

40

41 ~
42

43 ~
44

45

46

47

48

49 }

def sortedIns(e: Int, 1: List): List = {

require(isSorted(1l))
1 match {
case Nil() => Cons(e,Nil())

case Cons(X,xs) => Cons(x,sortedIns(e, xs))

}

} ensuring(res => contents(res)

® Load a Program:

-- Select a Program --

Q Analysis Results v

contents(l) ++ Set(e)

&& isSorted(res)
8& size(res) == 9
)

/* Insertion sort yields a sorted |
same size and content as the 1ip
def sort(l: List): List = (1 match

case Nil() => Nil()
case Cons(x,xs) => sortedIns(x, S
}) ensuring(res => contents(res) =1
&& isSorted(res

8& size(res) ==

Verification

Leon verifies the validity all the verification conditions found in the selected function.

Invalid!
Function Kind Result Time
sortedins precond. v valid 0.012
sortedins postcond. X invalid 0.051

The following valuation violates the VC:

1

Cons (8946, Nil())

8945

e



Verification of Functional and Imperative
ScalaCode

Benchmark LoC | V/I | #VCs | Time (s)

Imperative

ListOperations 146 | 6/1 16 0.62

Associativelist 98 | 3/1 9 0.80
AmortizedQueue 128 | 10/1 21 2.97

SumAndMax 36 | 2/0 2 0.21

Arithmetic 84 | 4/1 8 0.58

Functional

ListOperations 107 | 12/0 11 0.43

Associativelist 50 | 4/0 5 0.43
AmortizedQueue 114 | 13/0 18 1.56

SumAndMax 45 | 4/0 7 0.23

RedBlackTree 117 | 7/1 10 1.87
PropositionallLogic 81 | 6/1 9 0.72
SearchLinkedList 38 | 3/0 2 0.21

Sorting 175 | 13/0 17 0.48 \™
Total 1219 87/6 135 10.71 PhilippeSuter



http://lara.epfl.ch/~ekneuss/
http://lara.epfl.ch/~ekneuss/
http://people.epfl.ch/regis.blanc
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Automated Verification: How

1) Induction: assume and progpecification:

def sizdl : List) Int = (Imatch{
caseNil()+ O
caseCons(_x9t 1 +sizgx9
D ensuringrest (resx ))n

Eliminates recursive function being verifie

Verification conditions:
Dn X n
2) ifreslxOthen 1 + resx0

.

2) Algebraic reasoning for formulas over theories

I arithmetic, sets, lists, trees

TechnologySatisfiabilityModulo Theories (SMT)
SAT solver + decision procedures for theories

I Leonardo deMoura(Z3)
I Andrew Reynolds (CVC4), 18 Septenizet5 (Wednesday)



Recursive functions inside specificatior

def sortedinge: Int, I: List): List = {// insertion into a sorted list
require(isSortedl)) .
| match{ eliminated

caseNil()+ Consé,Nik)) 1
caseConsk,x9t Iif (x>Ke) Cons{,sortedinge, x9)) elseCons(e,)l

}

} ensurindrest contents(re$ == contents(l) ++ Selje
/[ contents(l) U {e}

1 remained

If con\t\ent(resl)zzcontenk(s) U {e}then
if 6 E thén &ntent(Cons(x,res1))==content(Cong§) U {e}
elsecontent(Cons%,l))==content(l) U {e}

Theoremproversfor recursive functions?



Reasoning about abstraction functions

Adding all recursive functions f: Tr8eTree
I undecidablel Turingcomplete formalism

Consider abstraction functionsn : TreeA N

I mdefined by simple structural recursion on treesooO m
==fold(leaf consfcombination_functioi) \
size== fold(0, _+ + ) C%\
content==fold({}, U{ }U ) 83 /{

i sufficiently surjective implies cardt(n)) A K

Fair function unfolding acts as a decision procedure for HDJC]‘I
Intuition: after unfolding, innermost calls can be laft-interpreted
Basis of the Leon verifier (along with induction anaed&oding)

A PhilippeSuter(PhD2012,nowIBMResearch { 0 Y t ht [ ¢



Constraint Solvers on top of
b! {1 Qa4 a2RS8Sft | KS(
Generatingnot only one, but many values, using

delayed nordeterminism and heap symmetry detection
Application: generate tests taexercise progranmehavior

Test generation through programming in UDITASE 2010

A Found correctness bugs in existing refactoring
Implementations of IDE tools Eclipged Netbeans

A Differences in accepted programs in Eclipse compitgjevac

Milos Gligoric TihomirGvero VilasJagannath SarfraKhurshid DarkoMarinov




Reasoning about New Theoriel

Our sorting spec usirgetsallows mapping
List(1,3,2,3,27 List(1,1,1,2,3)
Precise specification needs to uselltisets (bagg

{11L23FU{2]=1{11223]
Algorithm for: given an expression with operations on
multisets are there values for which expression is true?
Previously: algorithms in NEXPTIME or worse
Our result: algorithm running in NP(NRhardness is easy)

- enables verification od larger class of programs
Method: encode problem in integer linear arithmetic, use
semilinearset bounds and integecaratheodorytheorem

RuzicaPiskadPhD 2011)/ ' £ Qny 2+ a//{! [ LXn




Can we sort planets by distance?

Gap betweerfloating pointsandreality
I Input measurement error
I floating-point round-off error
I numerical method error
I all other sources of bugs

X<y need not mean x*<y*

Automated verification tools
to compute upper error bound

Applied to code fragments for e
A embedded system@ar,trair) [PlssEs s

A physics simulations ARSI A T T
OOPSLA'11, RV'12, EMSOF [ e e

EvaDarulova




Example: Where is the Moo s
DSYSJlF 20aSNIXI 02NEQ
compute position of the Moon
I rewritten from Python to Java (great performance)
I different result computed in some cases!

Which digits can we trust, if any?

Resultdor date 20122-10:

Java: - 2h 36m 26.7796612 50681812
Python: -2d 36m 26.7796612 5074235



Example: Where is the Moonjie

DSYSJlF 20aSNIXI 02NEQ
compute position of the Moon
I rewritten from Python to Java (great performance)
I different result computed in some cases!
Which digits can we trust, if any?
Resultdor date 20122-10:

Java: -2h 36m 26.7796612 50681812

Python: -2d 36m 26.7796612 5074235

QuadDouble: -2h 36m 26.7796612 340577158626981678...

AffineFloat: -2h 36m 26.7796 61250681812 (3.9991e -07)
provably correct T

rigorous upper bound

digits on error



Beyond Functional: Verifying
Imperative C and Concurrent Systems

A Key idea: encode program and properties into
recursive logical constraints (Horn clauses)

A Decouple two norrivial tasks:
I generation of constraints (language semantics, modeling approact
I solving of constraints (new verification algorithms)

A Community standards for representation of programs and
properties EU COST Action IC090th://RichModels.epfl.ch

' ¢! QMH 2 | Ho&s@nigjat, PhD 2013
w/ Radulosif FilipKonany, PhilippRuemmer ~



http://richmodels.epfl.ch/

Distributed Software; Hardest of All

Perform execution steering Prove correctness of

of software while it runs, distributed algorithms in a
using a continuously running| modular way using

model checker(rystalBa)l Interactive theorenprovers

and model checkers.

MaysamYabandeh DejanKostd
Qatar CRI IMDEA Networks

GiulianoLosa

NSDI'09, TOCS'10

RachidGuerraoui

SpeculativdinearizabilityPLDI 2012




Approaches and Their Guarantees

Was your wish your command?

a) Check assertiowhile  b) Verifythat program
programp runs:C(,p(i)) ~ always meets spec:

. C{.p())

Your wish iIs my command!

d) SynthesissolveC
c) Constraint symbolically to obtain

programming:oncei is programp that is correct

: . by construction, for all
known, findo to satisfy a inputs:find p such that

given constraintfind o n C(, 0(i)) .e.pl C
SUCh N frifime compile-time



Approaches and Their Guarantees

both specificationCand progranp are given:

a) Check assertiowhile  b) Verifythat program
programp runs:C(,p(i)) ~ always meets spec:

. C{,p(1))
‘ only specificatiorCis given:

d) SynthesissolveC
c) Constraint symbolically to obtain

programming:oncei is programp that is correct

: . by construction, for all
known, findo to satisfy a inputs:find p such that

given constraintfind o n C(, 0(i)) .e.pl C
SUCh N frifime compile-time



Programming without Programs

c) Constraint programmindind a value that
satisfies a given constrairitnd o such that G(o)

Method: use verification technology, try to prove
that no sucho exists, report counteexamples!

size | histadd | listremove | RBT add | RBT remove
0 0.07 0.02 0.03 0.02
1 0.08 0.02 0.10 0.05
2 0.12 0.05 0.14 0.09
3 0.16 0.10 0.55 0.41
4 0.24 0.18 0.66 0.76
5] 0.39 0.38 1.07 0.91
6 0.55 0.45 1.51 1.56
7 0.97 0.67 9.32 13.09
8 1.48 1.09 11.13 18.80
9 2.27 1.80 24.49 25.79
10 3.32 2.22 11.51 20.55

Constraints as Control, POPL 20:
Extension of5calawith
constraint programming



13 Red-Black Trees

Chapter 12 showed that a binary search tree of height /# can support any of the basic
dynamic-set operations—such as SEARCH, PREDECESSOR, SUCCESSOR, MINI-
MUM, MAXIMUM, INSERT, and DELETE—in O(/) time. Thus, the set operations
are fast if the height of the search tree is small. If its height is large, however, the
set operations may run no faster than with a linked list. Red-black trees are one
of many search-tree schemes that are “balanced” in order to guarantee that basic
dynamic-set operations take O(lg n) time in the worst case.

13.1 Properties of red-black trees

A red-black tree is a binary search tree with one extra bit of storage per node: its
color, which can be either RED or BLACK. By constraining the node colors on any
simple path from the root to a leaf, red-black trees ensure that no such path is more

than twice as long as any other, so that the tree is approximately balanced. I m p I e m e n tati O n :

Each node of the tree now contains the attributes color, key, left, right, and p. If
a child or the parent of a node does not exist, the corresponding pointer attribute

of the node contains the value NIL. We shall regard these NILs as being pointers to n eXt 3 O p ag e S

leaves (external nodes) of the binary search tree and the normal, key-bearing nodes
as being internal nodes of the tree.

A red-black tree 1s a binary tree that satisfies the following red-black properties:

1. Every node is either red or black.

The root is black. 2 2 t _
Every leaf (NIL) is black. >_ I nvarl a'n S
If a node 1s red, then both its children are black.

For each node, all simple paths from the node to descendant leaves contain the S p e C I fl Ca.tl O n

same number of black nodes. _

b




