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Birth of an Intermediate Language 

Two difficult tasks: 

ïmodeling (obscure) language features 

ïefficiently answering verification questions 

Solve them modularly 

ïsplit a hard problem into two (harder) ones 

Social aspects: 

ïfocus efforts on one of the two sides of the problem 

ïcan join even if you are ignorant about the other side 



Rich Models      http://richmodels.org  

Rich Model Toolkit 

Åtranslators from 
programming languages 

Åprocessing the 
intermediate code 

ïVCG verifiers 

ïmodel checking 

ïabstract interpretation 

ïsynthesis 

Åprovers that enable this 

http://richmodels.org/


 

Next meeting: Turin, IT, October 3-4 
ǘƘŜƴ 9¢!t{ΩмнΣ /!59Ωмн 



20 countries, 45+ researchers 

 



Rich Model Toolkit: 
   Languages, Tools, and Competitions 

Some of results and ongoing work 
Å Integration of SMT solvers and first-order provers as well as  

counterexample facilities in Isabelle (Blanchette, Böhme, Paulson) 

Å Hardware competition w/ standardized format (A.Biere) 

Å A format for transition systems (R.Iosif) 

ïmultiple paths to map C programs into it 

ïinfrastructure in many implementation languages 

Å A new SMT solver, OpenSMT (R. Bruttomesso, N.Sharygina,...) 

Å New techniques for analyzing linked structures in gcc compiler (T.Vojnar) 

Å Advances in the analysis of multi-threaded programs (A.Rybalchenko) 

Å Extensions of SMT-LIB 2 with collections (Kröning, Ruemmer) 

Å SMT language for transition systems (A.Cimatti, K.) 

Å SMT-like representation of a useful core of Isabelle theories (Nipkow, K.) 



Benchmarks in Intermediate Language 

ÅPrograms as mathematical objects, 
given by their mathematical semantics 

ÅOne real-world program can have multiple 
mathematical models 

ïignore aspects of semantics (buffer or arith. overflows) 

ïdifferent representations of memory 

ïdifferent exceptional behavior 

ÅAll above choices made explicit in the model 

ÅModel is as clear as a formula in Coq / Isabelle 

ïas suitable for competition as SMT-LIB or TPTP 



Intermediate Languages 

Central Languages 
central for 

ï rigorous scientific study 

ï building systems 

a suggestion to rename: 



Execution 

Imagine. A program diagnostic technique 
ïprecisely treats arithmetic, aliasing,  

concurrency, exceptions, environment 

ïŎŀƴ ǇǊƻŎŜǎǎ мллΩлллΩллл ƭƛƴŜǎ ŀ ǎŜŎƻƴŘ 

It exists. It is called testing. Most widely used 
ïworks on programs 

ïtranslate program into intermediate language; 
does testing still work? 

Key challenge: non-deterministic constructs 
if (c) s1 else s2    Ą   (assume(c);s1) []  (assume(!c);s2) 

havoc  to e.g. approximate procedure executions 

Also key feature: havoc+assume ς specification statement 
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Several Tools Available 
ÅUDITA extension of Java Pathfinder  

(w/ M.Gligoric,T. Gvero,V.Jagannath,D. Marinov,S.Khurshid) 
ïmake non-deterministic choice variables symbolic 

ÅJava^Z3 (w/ P.Suter, R.Steiger) 
ïinvoke Z3 from Scala and vice versa with nice syntax 

ÅKaplan (w/ A.S.Köksal, P.Suter) 
ïconstraint solving for constraints over Z3+executable functions 

ïǎƻƭǳǘƛƻƴ ŜƴǳƳŜǊŀǘƛƻƴ ǘƘǊƻǳƎƘ ȫŦƻǊΩ ŎƻƳǇǊŜƘŜƴǎƛƻƴǎ 

ïlogical variables with global constraint store 

ÅComfusy (w/ M.Mayer,R.Piskac,P.Suter) 
ïcompile specifications using quantifier elimination 

ÅRegSy (w/ J. Hamza, B. Jobstmann) 
ïcompile specifications into very fast automata 



Idea of UDITA 

ÅExecuting programs with bounded non-
determinism greatly benefits even from simple 
symbolic execution ς lazy evaluation 

ÅIf we can execute non-deterministic programs, we 
can do modular testing 
ïwrite precondition as non-deterministic programs 

ïUDITA automatically generates tests that satisfy e.g. 
the precondition 

ÅProgrammer has control which properties 
established by construction, which to solve for 



UDITA: Non-deterministic Language 

void generateDAG(IG ig) { 
  for (int i = 0; i < ig.nodes.length; i++) { 
    int num = chooseInt(0, i); 
    ig.nodes[i].supertypes = new Node[num]; 
    for (int Ƨ Ґ лΣ ƪ Ґ ҍмΤ Ƨ ғ num; j++) { 
      k = chooseInt(k Ҍ мΣ ƛ ҍ όnum ҍ ƧύύΤ 
      ig.nodes[i].supertypes[j] = ig.nodes[k]; 
    }  } } 

We used to it to generate tests and find real bugs in 
javac, JPF itself, Eclipse, NetBeans refactoring 
hƴ ǘƻǇ ƻŦ WŀǾŀ tŀǘƘŦƛƴŘŜǊΩǎ ōŀŎƪǘǊŀŎƪƛƴƎ ƳŜŎƘŀƴƛǎƳ 
Can enumerate all executions 
Key technique: suspended execution of non-determinism 

Java + choose 
  - integers 
  - (fresh) objects 

with: M. Gligoric, T. Gvero, V. Jagannath, D. Marinov,  S. Khurshid 





Non-determinism is very useful 
in programming 



Implicit Programming 

ÅA high-level programming model 

ÅIn addition to traditional constructs, use 
       implicit specifications 
Give property of result, not how to compute it 

ÅMore expressive, easier to argue correctness 

ÅChallenge: 

ïmake it executable and efficient, so it is useful 

ÅClaim: automated reasoning is a key technique 



Explicit Design 
Explicit = written down, machine readable 

Implicit = omitted, to be (re)discovered 

ÅCurrent practice: 
ïexplicit program code 

ïimplicit design (key invariants, properties) 

ÅGoal: 
ïexplicit design 

ïimplicit program 

Total work not increased, moreover 
ïcan be decreased for certain types of specifications 

ïconfidence in correctness is increased 



Example: Date Conversion 
Knowing number of days since 1980,  find current year and day 

BOOL ConvertDays (UINT32 days, SYSTEMTIME* lpTime ) 

{ ...; year = 1980;  

  while (days > 365) {  

    if ( IsLeapYear (year)) {  

      if (days > 366) {  

        days - = 366;  

        year += 1;  

      }  

    } else {  

      days - = 365;  

      year += 1;  

    }  

  }  

Enter December 31, 2008 
all music players of a major brand freeze 



def secondsToTime(totalSeconds: Int) : (Int, Int, Int) = 
    choose((h: Int, m: Int, s: Int) ᵼ ( 
               h * 3600 + m * 60 + s == totalSeconds 
        && 0 <= h 
        && 0 <= m && m < 60 
        && 0 <= s && s < 60    )) 

The choose Implicit Construct 

3787 seconds 1 hour, 3 mins. and 7 secs. 



def secondsToTime(totalSeconds: Int) : (Int, Int, Int) = 
    choose((h: Var[Int], m: Var[Int], s: Var[Int]) ᵼ ( 
               h * 3600 + m * 60 + s == totalSeconds 
        && 0 <= h 
        && 0 <= m && m < 60 
        && 0 <= s && s < 60    )) 

How to execute choose  
by invoking SMT solver at run time 

ŜȄŜŎ ό½о άh * 3600 + m * 60 + s == 3787  ϧϧ ΦΦΦέύ 

sat  

model: h=1, m=3, s=7  

3787 seconds 

This approach works for constraints in theories for which  
SMT solver is complete and provides model generation. 

will be known at run-time 

syntax tree  
constructor 

need to find 



ScalâZ3 
Invoking Constraint Solver at Run-Time 

Java Virtual 
Machine 
- functional and 
   imperative code 
 
 
 
- ŎǳǎǘƻƳ ΨŘŜŎƛǎƛƻƴ 
   ǇǊƻŎŜŘǳǊŜΩ ǇƭǳƎƛƴǎ 

Z3  
SMT Solver 

Q: implicit constraint 

A: model 

A: custom theory 
consequences 

Q: queries containing  
extension symbols 

with: Philippe Suter, Ali Sinan Köksal  (this Wednesday) 



Programming in Scala^Z3: Enumeration 

find triples of integers x, y, z such that x > 0, y > x, 
2x + 3y <= 40, x · z = 3y2, and y is prime 

val results = for( 
         (x,y) ă findAll((x: Var[Int], y: Var[Int]) ) => x > 0 && y > x && x * 2 + y * 3 <= 40); 
           if isPrime(y); 
          z ă findAll((z: Var[Int]) ) => x * z === 3 *  y *  y)) 
      yield (x, y, z) 

model enumeration (currently: negate previous) 

ǳǎŜǊΩǎ {Ŏŀƭŀ ŦǳƴŎǘƛƻƴ 

{ŎŀƭŀΩǎ existing mechanism for composing iterations 
(reduces to standard higher order functions such as flatMap-s) 

 ˂

Use Scala syntax to construct Z3 syntax trees 
 a type system prevents certain ill-typed Z3 trees 
Obtain models as Scala values 
Can also  write own plugin decision procedures in Scala 



Recursive Functions 

Limitation of Current SMT Provers: 

ïno built-in support for recursive functions 

ïencoding using quantifiers is brittle 

 

P. Suter, M. Dotta, V. Kuncak, tht[ΩмлΥ 

If a function with a simple recursive schema maps many 
elements to one (is sufficiently surjective), then adding 
it preserves decidability. 

 

 







Ą use Leon as constraint solver 
for executable predicates 

 
Pure recursive functions: very useful for 
specification and intermediate languages 

 

KAPLAN 













Several Tools Available 
ÅUDITA extension of Java Pathfinder  

(w/ M.Gligoric,T. Gvero,V.Jagannath,D. Marinov,S.Khurshid) 
ïmake non-deterministic choice variables symbolic 

ÅJava^Z3 (w/ P.Suter, R.Steiger) 
ïinvoke Z3 from Scala and vice versa with nice syntax 

ÅKaplan (w/ A.S.Köksal, P.Suter) 
ïconstraint solving for constraints over Z3+executable functions 

ïǎƻƭǳǘƛƻƴ ŜƴǳƳŜǊŀǘƛƻƴ ǘƘǊƻǳƎƘ ȫŦƻǊΩ ŎƻƳǇǊŜƘŜƴǎƛƻƴǎ 

ïlogical variables with global constraint store 

ÅComfusy (w/ M.Mayer,R.Piskac,P.Suter) 
ïcompile specifications using quantifier elimination 

ÅRegSy (w/ J. Hamza, B. Jobstmann) 
ïcompile specifications into very fast automata 



def secondsToTime(totalSeconds: Int) : (Int, Int, Int) = 
    choose((h: Int, m: Int, s: Int) ᵼ ( 
               h * 3600 + m * 60 + s == totalSeconds 
        ϧϧ Ƙ җ л 
        ϧϧ Ƴ җ л ϧϧ Ƴ ғ сл 
        ϧϧ ǎ җ л ϧϧ ǎ ғ сл    ύύ 

What would ideal code look like? 

def secondsToTime(totalSeconds: Int) : (Int, Int, Int) = 
    val t1 = totalSeconds div 3600 
    val t2 = totalSeconds -3600 * t1 
    val t3 = t2 div 60 
    val t4 = totalSeconds -3600 * t1 -60 * t3 
    (t1, t3, t4) 

Ruzica Piskac Philippe SuterΣ   t[5LΩмл Mikaël Mayer 



Comparing with runtime invocation 

Pros of synthesis 

ÅChange in complexity: time 
is spent at compile time 

ÅSolving most of the problem 
only once 

ÅPartial evaluation: we get a 
specialized decision 
procedure 

ÅNo need to ship a decision 
procedure with the program 

Pros of runtime invocation 

ÅConceptually simpler 

 

ÅCan use off-the-shelf solver 

Å for now can be more 
expressive and even faster 

Åbut: 

val times = 
  for (secs ҥ timeStats) 
    yield secondsToTime(secs) 



Possible starting point:  
quantifier elimination 

ÅA specification statement of the form 

ÅCorresponds to constructively solving the quantifier 
elimination problem 
 
 
where a is a parameter 

ÅWitness terms from QE are the generated program! 

r = choose(x ᵼ F( a, x )) 

 ɱx . F( a, x ) 

άlet r be x such that F(a, x) holdsέ 



val z = ceil(5*a/12) 
val x = -7*z + 3*a 
val y = 5*z + -2*a 

choose((x, y) ᵼ р ϝ Ȅ Ҍ т ϝ ȅ ҐҐ ŀ ϧϧ Ȅ Җ ȅύ 

z = ceil(5*31/12) = 13 
x = -7*13 + 3*31 = 2 
y = 5*13 ς 2*31 = 3 

 ɱx ɱ  y . 5x + 7y = a ᷈ Ȅ Җ ȅ 

x = 3a 
y = -2a 

¦ǎŜ ŜȄǘŜƴŘŜŘ 9ǳŎƭƛŘΩǎ ŀƭƎƻǊƛǘƘƳ ǘƻ ŦƛƴŘ ǇŀǊǘƛŎǳƭŀǊ 
solution to  5x + 7y = a: 
   (5,7 are mutually prime, else we get divisibility pre.) 
Express general solution of equations  
for x, y using a new variable z: 

x = -7z + 3a 
y = 5z - 2a 

Rewrite inequations Ȅ Җ ȅ ƛƴ ǘŜǊƳǎ ƻŦ ȊΥ рŀ Җ мнȊ  
Ȋ җ ŎŜƛƭόрŀκмнύ 

Obtain synthesized program: 

For a = 31: 

Corresponding quantifier 
elimination problem: 



choose((x, y) ᵼ р ϝ Ȅ Ҍ т ϝ ȅ ҐҐ ŀ ϧϧ Ȅ Җ ȅ ϧϧ Ȅ җ лύ 

Express general solution of equations  
for x, y using a new variable z: 

x = -7z + 3a 
y = 5z - 2a 

Rewrite inequations Ȅ Җ ȅ ƛƴ ǘŜǊƳǎ ƻŦ ȊΥ Ȋ җ ŎŜƛƭόрŀκмнύ 

assertόŎŜƛƭόрϝŀκмнύ Җ ŦƭƻƻǊόоϝŀκтύύ 
val z = ceil(5*a/12) 
val x = -7*z + 3*a 
val y = 5*z + -2*a 

Obtain synthesized program: 

Ȋ Җ ŦƭƻƻǊόоŀκтύ wŜǿǊƛǘŜ Ȅ җ лΥ 

ŎŜƛƭόрŀκмнύ Җ ŦƭƻƻǊόоŀκтύ Precondition on a: 

(exact precondition) 

With more inequalities and  
ŘƛǾƛǎƛōƛƭƛǘȅΥ ƎŜƴŜǊŀǘŜ ΨŦƻǊΩ ƭƻƻǇ 



NP-Hard Constructs 

ÅDisjunctions 

ïSynthesis of a formula computes program and exact 
precondition of when output exists 

ïGiven disjunctive normal form, use preconditions 
to generate if-then-else expressions (try one by one) 

ÅDivisibility combined with inequalities: 

ïcorresponding to big disjunction in q.e. , 
we will generate a for loop  with constant bounds 
(could be expanded if we wish) 



Methodology QE Ą Synthesis 

Å9ŀŎƘ ǉǳŀƴǘƛŦƛŜǊ ŜƭƛƳƛƴŀǘƛƻƴ ΨǘǊƛŎƪΩ ǿŜ ŦƻǳƴŘ ŎƻǊǊŜǎǇƻƴŘǎ 
to a synthesis trick 
ÅFind the corresponding terms 
ÅKey techniques: 
ïone point rule immediately gives a term 
ïchange variables, using a computable function 
ïstrengthen formula while preserving realizability 
ïrecursively eliminate variables one-by one 

ÅExample use 
ïtransform formula into disjunction 
ïstrengthen each disjunct using equality 
ïapply one-point rule 



Compile-time warnings 
def secondsToTime(totalSeconds: Int) : (Int, Int, Int) = 
    choose((h: Int, m: Int, s: Int) ᵼ ( 
               h * 3600 + m * 60 + s == totalSeconds 
        ϧϧ Ƙ җ л ϧϧ Ƙ ғ нп 
        ϧϧ Ƴ җ л ϧϧ Ƴ ғ сл 
        ϧϧ ǎ җ л ϧϧ ǎ ғ сл 
    )) 

Warning: Synthesis predicate is not 

satisfiable for variable assignment:  

  totalSeconds  = 86400  



Compile-time warnings 
def secondsToTime(totalSeconds: Int) : (Int, Int, Int) = 
    choose((h: Int, m: Int, s: Int) ᵼ ( 
               h * 3600 + m * 60 + s == totalSeconds 
        ϧϧ Ƙ җ л 
        ϧϧ Ƴ җ л ϧϧ Ƴ Җ сл 
        ϧϧ ǎ җ л ϧϧ ǎ ғ сл 
    )) 

Warning: Synthesis predicate has multiple 

solutions for variable assignment:  

  totalSeconds  = 60  

Solution 1: h = 0, m = 0, s = 60  

Solution 2: h = 0, m = 1, s = 0 



Synthesis for sets 

def splitBalanced[T](s: Set[T]) : (Set[T], Set[T]) = 
    choose((a: Set[T], b: Set[T]) ᵼ ( 
               a union b == s && a intersect b == empty 
        && a.size ς b.size Җ м 
        && b.size ς a.size Җ м 
    )) 

def splitBalanced[T](s: Set[T]) : (Set[T], Set[T]) = 
    val k = ((s.size + 1)/2).floor 
    val t1 = k 
    val t2 = s.size ς k 
    val s1 = take(t1, s) 
    val s2 = take(t2, s minus s1) 
    (s1, s2) a 

b 

s 



Synthesis for non-linear arithmetic 

def decomposeOffset(offset: Int, dimension: Int) : (Int, Int) = 
    choose((x: Int, y: Int) ᵼ ( 
        ƻŦŦǎŜǘ ҐҐ Ȅ Ҍ ŘƛƳŜƴǎƛƻƴ ϝ ȅ ϧϧ л Җ Ȅ ϧϧ Ȅ ғ ŘƛƳŜƴǎƛƻƴ 
    )) 

ÅThe predicate becomes linear at run-time 

ÅSynthesized program must do case analysis on 
the sign of the input variables 

ÅSome coefficients are computed at run-time 



ά9ȄǘǊŜƳŜ /ƻƳǇƛƭŀǘƛƻƴέ 
RegSy 

Synthesis for regular specifications over unbounded 
domains  

J. Hamza, B. Jobstmann, V. Kuncak 
FMCAD 2010 



Synthesize Functions over Integers 

ÅGiven weight w,  balance beam using weights 
1kg, 3kg, and 9kg 

ÅWhere to put weights if w=7kg? 
 

1 3 
9 

w 


