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Overview of tools

Many available tools
B 37 non-commercial & downloadable

B Huge disparty between them

[1 Alpha version from a publication concept
(ARMO)

[1 Stable version used by ten of thousand
people and sponsored by corporation
(FindBugs)

B Tools list available on the project page
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Languages repartition

Popular languages (C, Java)

Homemade for the purpose of proving
(armc, abst/impl/spec, pale)

oc

O Homemade
@ Java

W C++

W Perl

B PHP

O .MET

= Python
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Java tools overview
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Jahob

Only a subset of Java

Prove dynamically allocated data
structures and arrays

require annotation (pre-condition,
Invariant and post-condition)

B Not automated

no GUI and require different packages
like CVC and OCaml

Thursday, June 21, 2007 Software Analysis and Verification 5



G\

ECOLE POLYTECHNIQUE
FEDERALE DE LAUSANNE

F-ReXx

composed of: Jreg and Jfree

verify that program are memory safe
B analyzing lifetime of objects
B analyzing deallocation

.method public static

main([Ljava/lang/String; )V
.1limit stack 1 New object
.limit locals 1 allocation in region
create_ru 1 ;03062:[]:r2b |*////‘;030623[kr2b
new_in r 1 A
astore_ 0
push_r 0
aload_ 0
; Jreg added-> to attach
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Daikon

Dynamic detector of likely invariants

Automatically annotate program
B For example for ESC/Java2

Also supports C, C++ and Perl
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Purity Analysis Kit

Check for purity of Java methods

B method that does not mutate any object
that existed before the method was
Invoked

B do not interfere with other computations

vold swapValRight (Value n)

NOT HEAP PURE
"this": mutation on this. (right|value)
"n": mutation on n. (value|right)
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ESC/Java?2

static analyzer of Java source code
with formal annotations

B parsing, type and static checking
support only java 1.4
reasons about each methods

class A{

iIndividually .5,

//@ ensures b != null && b.length = 20;

public void n() { a = new byte[20]; 1}
public void m() { n();
b[0] = 2;

}
}

Thursday, June 21, 2007 Software Analysis and Verification
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ESC/Java2 GUI

ESC/JavaZ (Version: ESC Java-2.0b1)

218092136 bytesHE

File View Check Tools L&F Help

| Reload || Clear || || Stop |

[ »

|’GUI Options r ESC Options r Project files rResuIts |

?
?

?
mainistring[])

?

main(Strinal])

BadApplet()

?

¢ fhome/beffa/sav/TestCase /fincdbugsTestCases/sre/ java/AssighedOnldnCtor. java

BC_Unconfirmed_Cast()

1]

¢ fhome/beffa/sav/TestCase/findbugsTestCases/src/java/BadConstructor. java

Software Analysis and Verification
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FindBugs

static analysis of Java bytecode

B But adding source code helps reviewing
warnings

3 categories of bugs

B Correctness bug (probable bug)

B Bad Practice (violate recommended
coding practice)

B Dodgy (confusing and prone to errors)
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G\

ECOLE POLYTECHNIQUE
FEDERALE DE LAUSANNE

FindBugs GUI

ndBugs: test [=)=)=]

le Edit Navigation Designation Help

d[InfinitelterativeLoop.java in
i 1 public class InfiniteIterativeloop { |

Category | Bug Kind | Bug Pattern | <—)‘ Priority |
D Accontainer is added to itself in infiniteLoop. InfiniteLoop. report (List) =]

2 int sun{int n) {
¢ 1 An apparent infinite loop (3) E] int result = 0;
D There is an apparent infinite loop in FloatMath. main{String([) 4 for (int i =0; 1 < n;)
0O rThere Is an apparent infinite laop in Infiniteltera{iveLoap.sum(im)\ g ' result :‘ 1
D There is an apparent infinite loop in InfinitelterativeLoop. sumDoWhiledint) 7 1 LD L LR
D There is an apparent infinite loop in InfinitelterativeLoop. sumOfOdd(ing 8
D There is an apparent infinite loop in InfinitelterativeLoop. sumOfOddDoWhiledin 3 void falsePositiwve(int i) {
[ There is an apparent infinite loap in InfiniteherativeLoop. sumOfOddWhileDoging — ﬁ : while (--1 > 0);
D There is an apparent infinite loop in InfinitelterativeLoop. sumWhileDafint) 12 int sunbowhilecint n) { T
D There is an apparent infinite loop in NPIncomplete, mainiString( [y 13 int result = 0;
D There is an apparent infinite Inop in worseThanFailure Post2 0061102 finputs] | 14 int i =0;
o~ (T An apparent infinite recursive loop (8) ig do {reault -
o [ Masked Fisld (1) 17 } while (1 < n);
o [ Mull pointer dereference (39 18 return result;
o= [ Questionable Bonlean Assignment (3} 13 }
o~ (-9 Redundlant camparison to null {13 s(z int sunhilebogint n) { L
o [ Regular expressions (7) | 22 int result = 03
4] I | [»] 23 int i = 0;
- 24 while (i < n) {
unclassified |v 23 result 4= 1;
26 T
27 return result;
28 T
28
30 int sum0f0dd(int n} {
31 int result = 03
32 for (int i =0; 1 <n;) {
3 if {1 %2 1=0)
34 result += 1; L
35 ¥ -
|v‘ [ | ‘ Find ‘ | Find Next | ‘ Find Previous
v
There is an apparent infinite 1oop in InfinitelterativeLoop. sumiint |~
At InfinitelterativeLoop. jawa:[line 4] L

In method InfinitelterativeLaop. sumdnt [Lines 3 - &]
Local variable named n
Last changed at Infinitelterativeloop. java: [line 3] B

An apparent infinite loop
This loop doesn't seem to have a way to terminate (other than by perhaps throwing an exception)

htp:/ /findbugs.sourceforge.net/

@UNIVEKSITY OF
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JLint

Automated Java verification tool
B With data flow analysis

Intra-procedural only

Many bugs and bad practices
nullpointer exception
arithmetic exception

array out of bounds

deadlocks

variable shadowing

zero operands

No GUI

Thursday, June 21, 2007 Software Analysis and Verification
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PMD

[0 bug depending on programming style
B empty try/catch/finally
B dead code unused local variables

B overcomplicated expression
[0 unnecessary "if", "for" that could be a "while"

[l based on rulesets (Java or XPath expression)
B Possibility to choose which one to use
[l Some warning examples
B method names should not contain underscores
B System.out.print is used
B Avoid instantiating String, Integer objects

Thursday, June 21, 2007 Software Analysis and Verification 14
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PMD Eclipse plugin

|% PMD - dummy. java - Eclipse SDK

Fle Edit Source Refactor Navigate Search Project Run ‘Window Help

Lol 2 H-0-G- ¥ a

7= Alertes PMD 22

Message

Method names should not contain underscores

Method names should not contain undsrscores

Method names should not contain underscores

Method names should not contain underscores

Method names should not contain underscores
System,out.print is used

System.out.print is used

System,out.print is used

System.out.print is used

System,out.print is used

Avoid inskantiating String objects; this is usually unnecessary.
#Avoid instantiating Integer objects, Call Integer.valueCF{) inste. .,
All methods are static. Consider using Singleton instead, Alker...
All classes and interfaces must belong to a named package
Each class should declare at least one constructor

Each class should declare at least one canstructor

All classes and interfaces must belong to a named package
Parameter ‘args' is not assigned and could be declared final
Local variable ‘array' could be declared final

Avaid variables with short names like =

Local variable %' could be declared final

Avoid unused local variables such as 'y,

Local variable ' could be declared final

Avoid variables with shart names like v

Local variable ' could be declared final

Avoid variables with short names like =

Local variable ' could be declared final

Avoid variables with short names like v

Avoid unused local variables such as 'z,

Avoid variables with short names like 2

Avoid unused local varisbles such as ',

Avoid unused local variables such as =,

Parameter '’ is not assigned and could be declared final
Avoid unused local wariables such as 'y,

Parameter 's'is not assigned and could be declared final
Parameter ‘array’ is not assigned and could be declared final
Avoid empty while statements

Parameter '« is not assigned and could be declared final
Avoid emply catch blocks

Avoid empty catch blocks

Avoid emply catch blocks

Awvoid unused private methads such as 'arrayStoreException1(Y,
Each class should declare at least one canstructor

All classes and interfaces must belong to a named package

L L L L L L L E L E E R A N R W RS RE%%%%

o* The local variable v is never read

Ligne
57
62
635
76
a4
93
93

106
110
186
240
283

@ oo W e

h Main. java ﬁU dummy java &

String[] s = null;
System.out.println(s. length);

private static void nullPtrZ(){
String s = null;
System.out.println(s.length()):

i

* JLint dees not discover it!

o

private static void nullPtr3(){
String[] strs = {"test"”, null};
System.out.princln(scrs[1] .length{)):

private static void nullPtr4(String s){
System.out.println(s. length{)):

private static void outOfBoundsl(){
int[] array = {}:
int § = array[0]:
F 3 Remove declaration of ' and assignments without possible sif
& Rename in file (Ctrl+2, R direct access)
# Cathe it ta el
T TLAn @ splt variable declaration

pEE

w7 @ Add @suppresswarnings ‘Unused to 'y’
privat

int[

int[

int [ =
¥ *Crl+Enter’ to fir 14 problems of same category in fle

Iprivate static void outOfBounds1(}{
jint[] array = {};

private static void outOfBounds3 () {
int[] array = {1,Z};
int x = 0:
int vy = array[x — 1]:

private static void outOfBounds4(j{
int[] array = {1,2}:
int vy = array[array.length];

Writable Smart Insert 115:10

=

I

[

]

11

B om

@ 0 [ Bm

om
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JCUTE (Concolic Unit Testing Engine)

Explore all distinct execution paths of a
program

Automatic testing by running path
Catch dataraces and deadlocks

How It found errors

B detects with java runtime exception

B detects infinite recursion by StackOverFlow
B detects infinite loop by OutOfMemory

B "while(true){}" problem

Thursday, June 21, 2007 Software Analysis and Verification
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jCUTE GUI

|[£-[ JCUTE (CUTE for JAVA): A Concalic Unit Testing Engine for Java

- LE 6@

[Java Program to be Tested
Source Directory |C:\cvgwin\hume\Yha\icute\src \ & ‘
Main Java File |C:\cygwm\hume\Yha\]cute\src\tests\HeHaWur\d.Java \ B
Function to be Tested |tests.HeIIanrld.main ‘ - | Program parameters \
TestingLog | Output | Statistics
rLog
rPath #— | Input rTrace Source: C:lcygwil haljcutelsrc java
1 B(integer) in main -1 call in main inty=x-x% =1
2 —: other in main intz=3h;
3 ead in main H
4 : lock in main
5 all in main private static woid div0_30{
6 -- : other in main StringQ array = {};
[ - lock in main intx= 2farray length;
8 ranch in main }
] -- 1 call in main L
10 —: lock in main i i
11 —: call in main * Jint does not discover it
12 — 1 other in main o
13 -- : lock in main private static woid div0_40{
14 String 5="";
15 intx= 2s lengthd;
16 '
17
18 i
19 T JLint does not discover it
20 ki
21 private static void div0_S(int 2
22 intw= 2
23 }
24
25 o~
26 = JLint does not discover it
27 "
28 private static void nullPtriQ{
29 String[ s = null;
30 Systermn out printings length);
31 }
@2
33 private static woid nullPtr2g{
String 5 = null;
Systemn.out.printins length(), =]
Progress
Paths Covered 331100 Branches Covered 60 Branch Coverage 98.38% Errors 15 DFS Info 070532
Total Progress [
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Experiment results

Type DIV 0 Null ptr Bounds Int L Inf R
Bug 1123 5011213141213 4]|65 2 13412
JLint X | X | X X X | X X | X | X X
jCUTE X | X | X X | X | x| x| x|x|x|x|x|x X | x| x| x|x
ESC /Java 2 | x | x | x X | X | x|x|x|x X | X

FindBugs X | X X X | X X

PMD

Type Type Ov | Cast | String Cmp | Stream Close | Store | Deadlock | Score
Bug 1 2 1 2 1 2 1 1 2

JLint 10 / 31
jCUTE X 23 /31
Esc / Java 2 | - - - - - - X 14 / 31
FindBugs X X 8 /31
PMD 0 /31

Thursday, June 21, 2007
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Meta tools

Main challenges
B Avoid duplicated error messages
B Use underlying tools efficiently

Thursday, June 21, 2007 Software Analysis and Verification
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Dulicated errors

Standardize error system

B Giving pairs (err_no, line_range)
B By modifing tools (if opensource)
B By writing wrappers otherwise

This enable some new features
B Duplicated message detection
B Ordering bugs by severity

Thursday, June 21, 2007 Software Analysis and Verification 20
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Bottom-up approach

Developers debug in a bottom-up
fashion

—=> Use same layered aproach for
meta-tools

B First check for syntax

B Check intra-procedural problems
B Check inter-procedural problems
B Finally global bugs

Mask inappropriate messages

Thursday, June 21, 2007 Software Analysis and Verification
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Thoughts about the miniproject

Many bugs are not found

B However many warning around could
help to find them

Writing bug cases Is tedious

Bug finding tools are not bug free
B Not so easy to get them working

Thursday, June 21, 2007 Software Analysis and Verification 22
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Future work directions

Build the theoretical meta-tool
B Testing it on real project
Analyzing new java bug tools
B Chord, ..

Analyzing C/C++ bug tools

Thursday, June 21, 2007 Software Analysis and Verification
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Questions?




