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Basic idea of abstract interpretation

Abstract interpretation is a way to infer properties of program
computations.
Consider the assignment: z = x + y.

Interpreter:
x:10 3 x 10
y:=2 =y, y:—=2
z:3 z:8
Abstract interpreter:
x € [0,10] x € [0,10]
Z=x-+y
y€ [-55]| ——=| ye€ [-575]
ze [0,10] ze [-5,15]

Each abstract state represents a set of concrete states



Program Meaning is a Fixpoint. We Approximate It.
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Proving through Fixpoints of Approximate Functions

Meaning of a program (e.g. a relation) is a least fixpoint of F.
Given specification s, the goal is to prove Ifp(F) C s

> if F(s) C s then Ifp(F) C s and we are done

> Ifp(F) = Uiso Fk((), but that is too hard to compute because it is infinite
union unless, by some luck, F"*1(()) = F" for some n

Instead, we search for an inductive strengthening of s: find s’ such that:
> F(s')Cs’ (s isinductive). If so, theorem says Ifp(F) C s’
> s’ Cs (s’ implies the desired specification). Then Ifp(F) C s’ C's
How to find s'? Iterating F is hard, so we try some simpler function Fy
> suppose Fy is approximation: F(r) C Fu(r) for all r
> we can find s’ such that: Fu(s') C s’ (eg. s’ = F;H((Z)) = F(0))

Then: F(s') C Fu(s') C s’ Cs
Abstract interpretation: automatically construct Fy from F (and sometimes s)



Programs as control-flow graphs

/ One possible corresponding control-flow graph is:
a
i=0;
//b
while (i < 10) {
//d
if (i >1)
/e
i=i+3
else
//f
i=i+2
//8
}
//c
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Sets of states at each program point

Suppose that
> program state is given by the value of the integer variable i
> initially, it is possible that i has any value

Compute the set of states at each vertex in the CFG.
//a
i=0;
//b
while (i < 10) {
//d
if i >1)
//e
i=i+3
else
//f
=i+ 2
//g
}
//e




Sets of states at each program point

Suppose that
> program state is given by the value of the integer variable i
> initially, it is possible that i has any value

Compute the set of states at each vertex in the CFG.

//a @Z\
i =0; i=0
//b [i > 10]

(o)

while (i < 10) { {0,2,5,8,11}
//d =
if (i>1)
//e
i=i+3 G
else
/8 /@ ©
=i+ 2;
Ii=i+2
) //8 {2,578,1+1}

//e



Sets of states at each program point

Running the Program

One way to describe the set of states for each program point: for each
initial state, run the CFG with this state and insert the modified states at
appropriate points.

Reachable States as A Set of Recursive Equations
If ¢ is the label on the edge of the graph, let p(c) denotes the relation
between initial and final state that describes the meaning of statement. For

example,
p(i=0)={(i,i") | =0}
pli=i+2) ={(i7) | =i+2}
p(i=i+3)={(i,")|i"=i+3}
p([i <10)) ={(i, ") | " =iNni<10}



Sets of states at each program point

We will write T(S, ¢) (transfer function) for the image of set S under
relation p(c). For example,

T({10,15,20},i =i+ 2) = {12,17,22}
General definition can be given using the notion of strongest postcondition
T(S,¢) =sp(S, p(c))
If [p] is a condition (assume(p), coming from 'if" or 'while’) then
T(S,[pl) ={x€S|p}

If an edge has no label, we denote it skip. So, T(S, skip) = S.



Reachable States as A Set of Recursive Equations

Now we can describe the meaning of our program using recursive equations:

i=0

S(a)=4...,-2,-1,0,1,2,...} [:210]@{11}
S(b) = T(S(a),i =0)U T(S(g), skip) {0,2,5,8.11)
5(c) = T(5(b), [~(i < 10)]) v=9
S(d) = T(S(b),[i < 10]) | (0,2,5,8
S5(e) = T(S(d),[i > 1]) v=2 i=1l
5(f) = T(5(d), [=(i > 1)]) o}
S(e) = T(S(e).i = i +3) ~

UT(S(F),i = i+2) o

Our solution is the unique least solution of these equations

The problem:

These exact equations are as difficult to compute as running the program on all
possible input states. Instead, we consider approximate descriptions of these sets
of states.



A Large Analysis Domain: All Intervals of Integers

For every L, U € Z interval:
{x|L<xAx<U}

This domain has infinitely many elements, but is already an approximation
of all possible sets of integers.



Smaller Domain: Finitely Many Intervals

We continue with the same example but instead of allowing to denote all possible
sets, we will allow sets represented by expressions

[L, U]

which denote the set {x | L < x A x < U}.
Example: [0,127] denotes integers between 0 and 127,

» L is the lower bound and U is the upper bound, with L < U.

> to ensure that we have only a few elements, we let
L, U e {MININT,—-128,1,0,1,127, MAXINT}
> [MININT, MAXINT] denotes all possible integers, denote it T
> instead of writing [1, 0] and other empty sets, we will always write L

So, we only work with a finite number of sets 1 + (;) = 22.
Denote the family of these sets by D (domain).



New Set of Recursive Equations
We want to write the same set of equations as before, but because we have
only a finite number of sets, we must approximate. We approximate sets

with possibly larger sets.

S#(a) =T
S#(b) = T#(S%#(a),i = 0)
L T#(S#(g),skip)
§#(c) = T#(5%(b), [-(i < 10)])
S#(d) = T#(S#(b),[i < 10])
S#(e) = T#(5%(d),[i > 1])
S#(f) = T#(5%(d), [-(i > 1)])
S#(g) = T#(S#(e),i =i+ 3)
U T#(S#(f),i=i+2)

» S; LIS, denotes the approximation of S; U Sy: it is the set that
contains both §; and S, that belongs to D, and is otherwise as small
as possible. Here [a, b] U [c, d] = [min(a, c), max(b, d)]

» We use approximate functions T#(S, c) that give a result in D.



Updating Sets

We solve the equations by starting in the initial state and repeatedly
applying them.
> in the 'entry’ point, we put T, in all others we put L.

S*a@)=T
S#(b) = T#(5%(a),i = 0)
U T#(S5%(g), skip)
S#(c) = T#(S#(b),[-(i < 10)])
S#(d) = T#(S#(b),[i < 10])
S#(e) = T#(S7#(d),[i > 1])
S#(f) = T#(S%(d),[-(i > 1))
S*(g) = T#(S*(e),i =i+ 3)
U T#(S*(f),i=i+2)




Updating Sets

Sets after a few iterations:

$#(c) = T*(S*(b),

S#(d) = T#(S#(b), i < 10])

S*(e) = T#(S*(d),[i > 1])

S#(F) = T#(S#(d), [-(i > 1)])

S*(g) = T#(S*(e).i =i +3)
U T#(S#(f),i =i +2)




Updating Sets

Sets after a few more iterations:

$#(c) = T*(S*(b),

S#(d) = T#(S#(b), i < 10])

S*(e) = T#(S*(d),[i > 1])

S#(F) = T#(S#(d), [-(i > 1)])

S*(g) = T#(S*(e).i =i +3)
U T#(S#(f),i =i +2)




Fixpoint Found

Final values of sets:

S#*a)=T
S#(b) = T#(S*
U T#(S*
S#(c) = T#(
S#(d) = T#(
S#(e) = T#(
S#(f) = T#(
S#(g) = T#(
U T#(

If we map intervals to sets, this is also solution of the original constraints.



Automatically Constructed Hoare Logic Proof

Final values of sets:

//a: true
i=0;
//b:0<i<12
while (i < 10) {
//d:0<i<9
if i >1)
//e:2<i<9
i=i+3
else
//f0<i<1
i=i+4+ 2
//g:2<i<12

//c:10 < i <12

This method constructed a sufficiently annotated program and ensured that
all Hoare triples that were constructed hold



Abstract Interpretation Big Picture

C: Concrete domain A: Abstract domain
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Abstract Domains are Partial Orders

Program semantics is given by certain sets (e.g. sets of reachable states).
» subset relation C: used to compare sets

» union of states: used to combine sets coming from different executions
(e.g. if statement)

Our goal is to approximate such sets. We introduce a domain of elements
d € D where each d represents a set.

» 7(d) is a set of states. «y is called concretization function

» given di and dy, it could happen that there is no element d
representing union

v(d1) Un(d2) = v(d)
Instead, we use a set d that approximates union, and denote it di LI db

This leads us to review the theory of partial orders and (semi)lattices.



Partial Orders

Partial ordering relation is a binary relation < that is reflexive, antisymmetric,
and transitive, that is, the following properties hold for all x, y, z:

> x < x

> X< yAy<x—=x=y

» x<yANy<z—-x<z
If Ais a set and < a binary relation on A, we call the pair (A, <) a partial order.
Given a partial ordering relation <, the corresponding strict ordering relation

x < y is defined by x < y A x # y and can be viewed as a shorthand for this
conjunction.

» Orders on integers, rationals, reals are all special cases of partial orders called
linear orders.

> Given a set U, let A be any set of subsets of U, that is A C 2Y. Then (A, )
is a partial order.

Example: Let U = {1,2,3} and let A= {0, {1},{2},{3},{2,3}}. Then (A, Q) is
a partial order. We can draw it as a Hasse diagram.



Hasse diagram

presents the relation as a directed graph in a plane, such that

» the direction of edge is given by which nodes is drawn above

> transitive and reflexive edges are not represented (they can be derived)

{1.2}

{1}

{

{1,2,3}

NP
{21} /

IS

{13}



Extreme Elements in Partial Orders

Given a partial order (A, <) and a set S C A, we call an element a € A

> upper bound of S if for all & € S we have a’ < a

> lower bound of S if for all a/ € S we have a < &

> minimal element of S if a € S and there is no element &’ € S such that &’ < a
» maximal element of S if a € S and there is no element a’ € S such that a < &
> greatest element of S if a€ S and for all & € S we have &' < a

> least element of S if a€ S and for all &/ € S we have a < &

> least upper bound (lub, supremum, join, U) of S if a is the least element in
the set of all upper bounds of S

> greatest lower bound (glb, infimum, meet, M) of S if a is the greatest element
in the set of all lower bounds of S

Taking S = A we obtain minimal, maximal, greatest, least elements for the entire
partial order.



Extreme Elements in Partial Orders

Notes

>

>

| 2

minimal element need not exist: (0, 1) interval of rationals
there may be multiple minimal elements: {{a}, {b},{a, b}}

if minimal element exists, it need not be least: above example
there are no two distinct least elements for the same set

least element is always glb and minimal

if glb belongs to the set, then it is always least and minimal

for relation C on sets, glb is intersection, lub is union (not all families
of sets are closed under N, U)



Least upper bound (lub, supremum, join, L)

Denoted /ub(S), least upper bound of S is an element M, if it exists, such
that M is the least element of the set

U = {x | x is upper bound on S}

In other words:
» M is an upper bound on S
» for every other upper bound M’ on S, we have that M < M’

Note: this is the same definition as supremum in real analysis.



Least upper bound (glb, infimum, meet, M)

a1 Ll ap denotes lub({a1,az})

(...(aaUap)...)Ua, isin fact lub({ay,..

So the operation is
> associative
» commutative

» idempotent

.yan})



Real Analysis

Take as S the open interval of reals (0,1) = {x | 0 < x < 1}
Then

» S has no maximal element
» S thus has no greatest element

» 2,25, 3,... are all upper bounds on S
» Jub(S) =1



Execise: subsets of U

Consider
A:2U:{S\S§U}

Do these exist, and if so, what are they?
» 51 C S,5 C S, lub({s1,5}) =7
> lub(S) =7

and



Exercise: find the lub

{1,2,3)
(1,2} 2.3} {1,3}
{1}\{2} / 3}
%)

{1yu{2} =

{1,2,3, 4}

| ><]
N,/

{1yu{2} =



Does every pair of elements in this order have a least
upper bound?

Dually, does it have a greatest lower bound?



Partial order for the domain of intervals

Domain: D={L}U{(L,VU)|Le {0} UZ,U€ {+xx}UZ
such that L < U.

The associated set of elements is given by the function ~:
v:D — 2% Y((L,U)) ={x| L<xAx< U}

Lub: fordi,do €D, di Cdr < 7(d1) C y(da)
hence

(Li,U1) C (Lo, ) < La<LiANU < U

1Cd VvdeD
(Ll, Ul) L (L2, U2) = (min(Ll, L2), max(Ul, U2))



Remark on constructing orders using inverse images

Suppose v : D — C where C is some collection of sets.
If we define relation C by:

d1 C d2 <~ ’y(dl) - ’y(dg)

then
1. C is reflexive
2. C is transitive
3. C is antisymmetric if and only iff 7y is injective

If C is not antisymmetric then we can define equivalence relation
di~dr = v(d)=1(d2)

and then take D’ to be equivalence classes of such new set.

Example: suppose we defined intervals as all possible pairs of integers
(L, U). Then there would be many representations of the empty set, all
those intervals where L > U.



Lattices

Definition: A lattice is a partial order in which every two-element set has a
least upper bound and a greatest lower bound.

Lemma: In a lattice every non-empty finite set has a lub (L) and glb (1).



Lattices

Definition: A lattice is a partial order in which every two-element set has a
least upper bound and a greatest lower bound.

Lemma: In a lattice every non-empty finite set has a lub (L) and glb (1).

Proof: is by induction!

Case where the set S has three elements x,y and z:

Let a=(xUy)Uz.

By definition of LI we have zC aand xU y C a.

Then we have again by definition of LI, x C x Uy and y C x U y. Thus by
transitivity we have x C a and y C a.

Thus we have S C a and a is an upper bound.

Now suppose that there exists a’ such that S C a’. We want a C 2’ (a least upper
bound):

We have x C &’ and y C &, thus x Uy C &', But zC &, thus ((xUy)U z) C &
Thus a is the lub of our 3 elements set.



Examples of Lattices

Lemma: Every linear order is a lattice.

Example: Every bounded subset of the set of real numbers has a lub. This
is an axiom of real numbers, the way they are defined (or constructed from
rationals).

» If a lattice has least and greatest element, then every finite set
(including empty set) has a lub and glb.

» This does not imply there are lub and glb for infinite sets.
Example: In the oder ([0, 1), <) with standard ordering on reals is a
lattice, the entire set has no lub. The set of all rationals of interval
[0,10] is a lattice, but the set {x | 0 < x A x?> < 2} has no lub.



Exercises

Prove the following:
1. (xUy)Uz=xU(yUz)
2. ULACTNB & Vxe AVye BxCy

3. Let (A,C) be a partial order such that every set S C A has the
greatest lower bound.
Prove that then every set S C A has the least upper bound.



